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• Scientific Researcher at Max Planck Institute-
Security and Privacy, Bochum, DE.
• Likes to talk/hear on all things Applications Security 

& Data Privacy.
• Now (also) interested in Digital Harms & S&P 

Guidelines for Stakeholders.

Security and Privacy Engineering (SPRING) Lab

Web Applications Security, Data Privacy, Large-
scale Vulnerability Analysis, Browser Extensions, 
Stakeholders Analysis
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What do we know, what have we learnt?

Cross-Site Scripting Information Leaks

Extension FingerprintingSecurity Header Modifications

Highlight: Malicious Benign-but-Buggy 
Extensions
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Our Recent Research

Qualitative Interviews 
with 21 Browser 
Extension Developers

Development Experience S&P MindsetCoding Tasks (CTs)

{ }
~120 minutes of Semi-structured Interviews Solution Strategy >>> Solution
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https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/API/storage

https://developer.chrome.com/docs/extensions/reference/api/storage

Interestingly, official documents 
also lacks explicit S&P context! 
(Surprise?!) 🤡
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Development Sources – AI Assistants
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https://cdn.supermaven.com/video/montage.mp4

AI Assistants may only be helpful to the extent of your knowledge!
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The developer “seed” could determine the solution!
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Case II: Actions & Observations

“...can’t really think of another 
way to get around this!”

“...it seemed a little bit, 
bit hacky.”

Preferred to explore 
potential alternatives (new tabs, 

popups, etc.)

Developers may even be inherently mindful of overly security-critical actions and take 
responsive decisions even when not aware of its implications.
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What did the LLMs think of the challenge?

Shubham Agarwal  | I have no idea how to make it safer | German OWASP Day | November 2025

“Security” & “Legal” concerns of LLMs often serve as strong indicator of 
overall correctness!
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• Goal: Limit damage through untrusted and non-vetted code.

• What about page-to-extension data flow and iframes then?
− Allows customized JavaScript execution.

• Is it too bad?
− Well, extensions can inject iframes (with srcdoc) on any page.
− postMessage helps, if you are still wondering!

Browser extension still compliant with store policies!



19

Threat Perception & Modeling

Shubham Agarwal  | I have no idea how to make it safer | German OWASP Day | November 2025



19

• “…Websites cannot attack extensions!”
− “…only theoretically possible.”

Threat Perception & Modeling

Shubham Agarwal  | I have no idea how to make it safer | German OWASP Day | November 2025



19

• “…Websites cannot attack extensions!”
− “…only theoretically possible.”

Threat Perception & Modeling

Shubham Agarwal  | I have no idea how to make it safer | German OWASP Day | November 2025

No threats, no problem!



19

• “…Websites cannot attack extensions!”
− “…only theoretically possible.”

• Little to no idea of isolation boundaries.

Threat Perception & Modeling

Shubham Agarwal  | I have no idea how to make it safer | German OWASP Day | November 2025

No threats, no problem!



19

• “…Websites cannot attack extensions!”
− “…only theoretically possible.”

• Little to no idea of isolation boundaries.

Threat Perception & Modeling

Shubham Agarwal  | I have no idea how to make it safer | German OWASP Day | November 2025

No threats, no problem!

web accessible resources 
et al. are useless!



19

• “…Websites cannot attack extensions!”
− “…only theoretically possible.”

• Little to no idea of isolation boundaries.

• Inherent trust on platform-exposed APIs.
− Trust & Safety >>> Security & Privacy.

Threat Perception & Modeling

Shubham Agarwal  | I have no idea how to make it safer | German OWASP Day | November 2025

No threats, no problem!

web accessible resources 
et al. are useless!



19

• “…Websites cannot attack extensions!”
− “…only theoretically possible.”

• Little to no idea of isolation boundaries.

• Inherent trust on platform-exposed APIs.
− Trust & Safety >>> Security & Privacy.

Threat Perception & Modeling

Shubham Agarwal  | I have no idea how to make it safer | German OWASP Day | November 2025

No threats, no problem!

web accessible resources 
et al. are useless!

Future-proofing is priority!



19

• “…Websites cannot attack extensions!”
− “…only theoretically possible.”

• Little to no idea of isolation boundaries.

• Inherent trust on platform-exposed APIs.
− Trust & Safety >>> Security & Privacy.

• All extension developers are not actually developers.

Threat Perception & Modeling

Shubham Agarwal  | I have no idea how to make it safer | German OWASP Day | November 2025

No threats, no problem!

web accessible resources 
et al. are useless!

Future-proofing is priority!



19

• “…Websites cannot attack extensions!”
− “…only theoretically possible.”

• Little to no idea of isolation boundaries.

• Inherent trust on platform-exposed APIs.
− Trust & Safety >>> Security & Privacy.

• All extension developers are not actually developers.
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No threats, no problem!

web accessible resources 
et al. are useless!

Future-proofing is priority!

Vibe-coding will thrive…
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• “Privacy Policies and Data Protection Laws are hard (to even 
understand)!”
− “…trust platforms to take care of it.”
− Third-party scripts make it tricky.

• “...these companies just scrape a lot of information from the user. I think 
actually the stores don’t do so much against it”. 
− (Even pay around $10K per extension, if you are wondering).

• “…users shouldn’t be held responsible!”
− Then, who should act as the wise man here?
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@shubh401 @ap0ca1ypse.bsky.socialTHANK YOU!

Find more details about 
our study here.


